Abstract. Document submission and grading systems are commonly used in educational institutions. They facilitate the hand-in of assignments by students, the subsequent grading by the course teachers and the management of the submitted documents and corresponding grades. But they might also undermine the privacy of students, especially when documents and related data are stored long term with the risk of leaking to malicious parties in the future. We propose a protocol for a privacy-preserving, anonymous document submission and grading system based on blind signatures. Our solution guarantees the unlinkability of a document with the authoring student even after her grade has been reported, while the student can prove that she received the grade assigned to the document she submitted. We implemented a prototype of the proposed protocol to show its feasibility and evaluate its privacy and security properties.
Introduction
The pervasive collection of massive amounts of personal data is an increasing threat to user privacy. Often, more information than necessary for the intended purpose is collected and used for profiling or targeted advertisement. User choice is often limited to either not using a given system or service, or to accepting the loss of privacy that comes along with using the system. Designing systems that collect or process personal user data should therefore have privacy in mind from the beginning and employ best practices such as data minimization.
The focus of this work is the context of an educational institution, e. g., a university, where students take courses, work on assignments for these courses and teachers grade these assignments. In this context, discriminatory grading may be an issue, i. e., grading that is not solely based on the student's achievements but also on the teacher's preconception about individual students or stereotypes about certain groups of students. One approach to avoid this is to use blind grading, where the student's identity is not known to the teacher while grading the assignment. Only after the grade has been determined, the link between assignment and student identity is recovered, so that the grade can be assigned to the student. In some settings, one might even want to have what we refer to as forward unlinkability, i. e., the teacher not being able to link the student to the assignment even after the grades have been reported. For example if a course consists of two different assignments, the work done on the two assignments is linkable if students are likely to choose similar topics for both parts. In that case, without forward unlinkability, the teacher would know the student's identity during the grading of the second assignment. Another motivation for wanting forward unlinkability is the general aim of data minimization, which among other things protects against unintended leakages of personal data in the future. At the same time, the handling and grading of assignments has to guarantee that a student receives a certain grade if and only if she submitted work that was graded accordingly by the teacher. So while the student identity and the submitted document have to remain unlinkable, we want a provable linkability of the student's identity and the received grade. Using the cryptographic technique of blind signatures [1], we propose a protocol for this use case: a privacy-preserving document submission and grading system that allows students to submit documents anonymously without compromising the correctness of the grade assignment process.
After presenting related work in Section 2, we formulate a system model and desired properties for the system in Section 3. In Section 4 we suggest a protocol design that meets these requirements, and evaluate the proposed protocol, discussing its privacy and security properties in Section 5. Furthermore, we show the practical feasibility of the proposed solution by having implemented a proof-of-concept prototype of the protocol, briefly described in the same section.
Related Work
Blind signatures schemes are widely used to enhance the privacy of protocols by providing unlinkability. Examples of their use include identity management in federated login systems, e. g., PseudoID [2], a project to protect the login data from the identity providers by means of blind digital signatures, or electronic payment systems, e. g., Taler [6], a digital currency approach close to Bitcoin with the additional benefit of governmental tax traceability without losing
